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General Sites
Protecting Your Privacy & Security http://www.spywarewarrior.com/uiuc/main.htm
SpywareGuide Your Online Guide to Spy and Anti-Spy Software
http://www.spywareguide.com/
The Spyware Warrior List of Rogue/Suspect Anti-Spyware Products & Web Sites
http://www.spywarewarrior.com/rogue_anti-spyware.htm
Spyware Surfer Beware http://surferbeware.com/spyware/
Adware, Spyware and other unwanted "malware" - and how to remove them
http://www.cexx.org/adware.htm
Dealing with Unwanted Spyware and Parasites
http://www.mvps.org/winhelp2002/unwanted.htm
More Spyware, Adware and Trojan Resources
http://www.intranetjournal.com/spyware/resources.html

Information about spyware

Sandi’s Site http://inetexplorer.mvps.org/spyware.html

PC Pitstop’s Known-Programs Database http://www.pcpitstop.com/spycheck/known.asp
Spyware Encyclopedia http://www3.ca.com/securityadvisor/pest/search.aspx

Tools to remove virus not killed by off-the-shelf scanners

Symantec Removal Tools http://securityresponse.symantec.com/avcenter/tools.list.html
Kaspersky Virus Removal Tools http://www.kaspersky.com/removaltools

McAfee AVERT Stinger http://vil.nai.com/vil/stinger/default.aspx

Tool to detect keyloggers
KL-Detector http://dewasoft.com/privacy/kldetector.htm (free version)
Anti-Keylogger http://www.anti-keyloggers.com (trial version)

Rootkits
Susinternals’ RootkitRevealer http://www.sysinternals.com/utilities/rootkitrevealer.html
F-Secure Internet Security 2006 http://www.f-secure.com/is/

Spyware Removal Tools

CWShredder http://www.intermute.com/spysubtract/cwshredder _download.html

Spybot Search & Destroy http://www.safer-networking.org

AdAware http://www.lavasoftusa.com

PestPatrol http://www.pestpatrol.com (free scan only)

Spy Sweeper http://www.webroot.com (free scan only)

Microsoft's Windows Defender (beta 2)
http://www.microsoft.com/athome/security/spyware/software/default. mspx

HijackThis http://www.spywareinfo.com/~merijn/downloads.html Experts only (but you can
get the log file from HijackThis auto-analyzed at http://hjt.iamnotageek.com)

See the list on the Intranet Journal http://www.intranetjournal.com/spyware/removal.html
List on Doxdesk http://doxdesk.com/parasite/software.html
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Is It A Removal Tool Or Spyware?
Rogue/Suspect Anti-Spyware Products & Web Sites
http://www.spywarewarrior.com/rogue_anti-spyware.htm

Spyware Prevention
SpywareBlaster http://www.javacoolsoftware.com/spywareblaster.html
Siteadvisor http://www.siteadvisor.com/

Hosts Files
IE-SPYAD http://www.spywarewarrior.com/uiuc/resource.htm (don’'t use with Spybot)

How To Do A Safe Boot
http://servicel.symantec.com/SUPPORT/tsgeninfo.nsf/docid/2001052409420406

EULAlyzer
http://www.javacoolsoftware.com/eulalyzer.html

'‘Adware' Spreads Via AIM
http://www.instantmessagingplanet.com/public/article.php/3311861
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